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1. Muc dich tai li¢u
Mb ta cach két ndi, goi dich vu phéan phdi thé (Ban ma thé va Topup).

2. Luu ¥ truée khi bit dau

(*) Luu y : Khach hang sé co hai budc tich hop hé théng: (i) tich hgp voi moi truwong
test theo link http://27.118.16.212:8082; (ii) tich hop voi moi truwong that theo link
https://idm-api.estio.vn

3. Cac budc thuc hién
- Lién hé quan tri & nhén tai khoan két ndi va cac thong tin két ndi:
0 MERCHANT ID
o SECRET KEY
- Khach hang cung cép cac IP két ndi cho quan tri dé thém vao tai khoan.
- Khach hang thyc hién két ndi vao h¢ thong test
- Khach hang két ndi vao hé théng live

4. Mo ta cac webservice

4.1. API Topup
Dich vu Topup cta hé théng IDM duoc cung cap qua web service theo chuan RESTFUL,
hd trg phwong thirc GET, POST.

URL /apis/topup
Tham s6 LO?AI dir
liu
merchant_id Int Ma website merchant
merchant txn id | varchar Transaction Id do hé thong khach hang sinh ra, c6 dang:
Xy

Trong d6, x la merchant_id; y 1a do merchant tu sinh sao
cho ma giao dich la duy nhat. .yco the bao gom chit (khong
bao gdom chit viét hoa) va sb. voi tong do dai x+y tir 10-
64 ky tu.

Vi duy, véi merchant id 1a: 100011, cé thé sinh txid nhu
sau:

merchant txn id = “1000117+
unixtime () ;
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to_number varchar SO dién thoai

telco varchar Ma nha mang. Nhan cdc gia tri sau:
Viettel: vte

Mobifone: vims

Vinaphone: vnp

Vietnam Mobile: vhm

Beeline: bee

Topup Data:

Viettel: data_vte
Mobifone: data_vms
Vinaphone: data_vnp

mobile type int 1: Tra trudce
0: Tra sau

amount int Sé tién topup. Cac ménh gia topup data xem phu luc.
pay_full boolean Thanh toan toan bd ng nude tra sau ddi véi thué bao
Viettel
signature varchar Chir ky bao mat. Xem phan 6 phuong thirc tao chit ky.
Két qua tra vé json Két qua tra vé co cau triic json nhu sau:
{
"code": number,
"message"": "string",
"txn_id": "string",
"amount": 10000
}

4.2. API kiém tra giao dich TOPUP
Dich vu mua thé ctia hé thdng IDM dugc cung cap qua web service theo chudn RESTFUL,
hd tro phuong thic GET, POST.

URL /apis/topup/recheck

Loai dir

7 Ghi chu
li€u

Tham so

merchant_id int Ma website merchant
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merchant txn id | varchar Transaction Id do hé thong khach hang sinh ra, ¢6 dang: xy
Trong do, x la merchant id; y la do merchant ty sinh sao
cho ma giao dich 1a duy nhat y co the bao gom chit (khong
bao gém chit viét hoa) va sd. v6i tong d6 dai x+y tir 10-64
ky tu. i
Viduy, véi merchant id 1a: 100011, c6 the sinh txid nhu sau:
merchant txn id = “100011”+ unixtime();

signature varchar Chir ky bao mat. Xem phan 6 phuong thirc tao chit ky.

Két qua tra vé json Két qua tra vé c6 cau trac json nhu sau:

"code": number,
"message": "string",
"txn_id": "string",

4.3. Thanh toan hoa don

Pé thuc hién thanh toan hoa don tién dién, thuc hién theo cic budc sau:

Bude 1: kiém tra ng cudc theo ma hoa don. API 4.3.1

Bude 2: tién hanh thanh toan hoa don véi cac thong tin nhan duogc khi kiém tra hoa don. AP14.3.2

4.3.1. API Kiém tra n¢ cwéc

URL

Tham so

POST /zpis/v2/bill/check

Ghi chu

merchant _id

Int

Ma website merchant

merchant txn id

varchar

Transaction Id do hé thong khach hang sinh ra, c6 dang:
Xy

Trong d6, x la merchant_id; y 1a do merchant tu sinh sao
cho ma giao dich la duy nhat. .yco the bao gom chit (khong
bao gdom chit viét hoa) va sb. voi tong do dai x+y tir 10-
64 ky tu.
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Vi dy, véi merchant_id 1a: 100011, ¢ thé sinh txid nhu
sau.

merchant txn id = “100011”"+

unixtime () ;

service varchar Ma dich vy, xem phu luc
bill code varchar Ma Hoéa bon
cust_msisdn varchar S6 dién thoai khach hang. Tuy theo dich vu va/hodc nha

cung cap, thong tin ndy co thé 1a bit budc hodc tuy chon.

signature varchar Chir ky bao mat. Xem phan 6 phuong thirc tao chit ky.
Két qua tra vé json Két qua tra vé co cau triic json nhu sau:
{

code: number,
message: string,
txn_id: string,
bill: {
id: string,
code: "s6 hoa don",
currency: "VND",
amount: number,
customer _code: "string",
customer _name: "Ten Khach hang",
partial payment: false, /Thanh toan tung phan
fee: 0, //phi giao dich
meta: {
min_amount: 0, //gia tri toi thieu, optional
cycle: “7/2020”, //ky thanh toan
customer address: “dia chi”

b
}

4.3.2. API Thanh toan

URL POST /apis/v2/bill/pay

Loai dir

Y Ghi chu
liu

Tham so0

merchant _id int Ma website merchant
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merchant txn id | varchar Transaction Id do hé¢ théng khach hang sinh ra, c6 dang:
Xy
Trong d6, x 1a merchant id; y 1a do merchant tu sinh sao
cho ma giao dich la duy nhat. y c6 thé bao gom chix (khong
bao gom chir viét hoa) va so. vadi tong do dai x+y tu 10-
64 ky tu.
Vi dy, véi merchant id 1a: 100011, c6 thé sinh txid nhu
sau:
merchant txn id = “100011”+
unixtime () ;

bill code varchar Ma hoa don

cust_msisdn varchar S6 dién thoai khach hang. Tuy theo dich vu va/hodc nha
cung cap, thong tin nay c6 thé 1a bat budc hoac tuy chon

service varchar Ma dich vu. xem phu luc

original txn id varchar Ma giao dich tra ctru hoa don.

trans_amount int La thong tin nhan dwgc khi kiém tra hoa don

trans_fee int Phi thu ho

pay_full boolean Khi thanh toan hoa tra sau Viettel (ma dich vu 050100),
chon pay_full dé thanh toan toan bg no cudc. SO tien da
thanh toan dugc tra vé trong trudng trans_amount.
Trong truong hop nay, truyén original txn id vdi gia tri
bat ki.

account number | varchar S6 tai khoan khach hang

signature varchar Chir ky bao mat. Xem phan 6 phuong thtic tao chit ky.

Két qua tra vé json Két qua tra vé co cau tric json nhu sau:

{

code: number,

message: string,

txn_id: string,

trans_amount: number,

balance after: number

//s6 du sau giao dich, undefined, néu giao dich khong
thanh cong

}




//v6i dich vu thanh toan hoa don dién, s€ c6 thém truong
real service code
la ma nha cung cap dién.

4.5. API kiém tra giao dich thanh toan

URL

Tham so

Loai dir
liéu

POST /apis/v2/bill/recheck

Ghi chu

merchant id

int

Ma website merchant

merchant txn _id

varchar

Transaction Id do hé thong khach hang sinh ra, ¢6 dang: xy
Trong do, x 1a merchant id; y la do merchant tu sinh sao
cho ma giao dich 1a duy nhét. y c6 thé bao gdm chir (khong
bao gém chit viét hoa) va sd. v6i tong d6 dai x+y tir 10-64
ky tu.

Vi duy, voi merchant _id 1a: 100011, c6 thé sinh txid nhu sau:

merchant txn id = “100011”+ unixtime();

signature

varchar

Chir ky bao mat. Xem phan 6 phuong thirc tao chit ky.

Ket qua tra ve

json

Két qua tra vé ¢ cu trac json nhu sau:
{
"code": number,
"message": "string",
"txn_id": "string",
"transaction": {
"status": number,
“status_description": "string",
"merchant txn id": "string",
“amount”: number
5>
}
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4.6. API Huy thanh toan toan hoa don

URL

Tham so

Loai dir

POST /apis/v2/bill/cancel-pay

Ghi chu

li¢u

merchant_id int Ma website merchant

merchant txn id | varchar Transaction Id do hé thong khach hang sinh ra, ¢6 dang: xy
Trong do, x la merchant id; y la do merchant ty sinh sao
cho ma giao dich 1a duy nhat. y c6 thé bao gém chir (khong
bao gom chir viét hoa) va so. vdi tong do dai x+y tu 10-64
ky tu.
Vi duy, voi merchant_id 1a: 100011, c6 thé sinh txid nhu sau:
merchant txn id = “100011”+ unixtime();

service varchar Ma dich vu. xem phu luc

original txn id varchar Mi giao dich thanh todn hoa don can hiy.

reason varchar Ly do huy

signature varchar Chir ky bao mat. Xem phan 6 phuong thirc tao chit ky.

Két qua tra vé json Két qua tra v& c6 cau trac json nhu sau:

{
"code": number,
"reference code’: number
"message": "string",
"txn_id": "string",
}
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Luu ¥: reference_code gom céc gia tri sau (khi mé code 1a 1)

e 1: Dang xur ly

e 2: b3 thanh cong

e 3: Yéu cau HUY/PIEU CHINH di bi hity bo

e 4: Yéu cau HUY/DIEU CHINH khong thanh cong

Note: Chi dugc phép huy cac giao dich trong ngay.

4.7. API kiém tra thong tin khach hang

URL

Tham so

Loai dir

liéu

/apis/customer/info

merchant id

int

Ma website merchant

merchant txn_id

varchar

Transaction Id do hé thong khach hang sinh ra, ¢6 dang: xy
Trong do, x 1a merchant id; y la do merchant tu sinh sao
cho ma giao dich 1a duy nhét. y c6 thé bao gdm chir (khong
bao gém chit viét hoa) va sd. v6i tong d6 dai x+y tir 10-64
ky tu.

Viduy, véi merchant id 1a: 100011, c6 thé sinh txid nhu sau:

merchant txn id = “100011”+ unixtime();

signature

varchar

Chir ky bao mat. Xem phéan 6 phuong thic tao chit ky.

Ket qua tra ve

json

Két qua trd v€ co6 cau tric json nhu sau:

{
"code": number,
"message": "string",
"txn_id": "string",
"balance": number,
H

Lueu y: trong truong hop request thdt bai (md code trd vé
khac 1) thi sé khong co truwong balance.
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4.8. API mua ma thé

URL

Tham so

Loai dir
liéu

/apis/pincode/buy

Ghi chu

merchant id int Ma website merchant

merchant txn id | varchar Transaction Id do hé thong khach hang sinh ra, ¢6 dang: xy
Trong do, x la merchant id; y la do merchant ty sinh sao
cho ma giao dich 1a duy nhat. y c¢6 thé bao gom chir (khong
bao gom chir viét hoa) va so. voi tong do dai x+y tr 10-64
ky tu.
Viduy, véi merchant id 1a: 100011, c6 the sinh txid nhu sau:
merchant txn id = “100011”+ unixtime();

service varchar Ma loai thé: vte, vnp, vms, sohacoin, carrot, zing, vcoin,
gate, garena, scoin, appota, funcard

denomination ménh gia | 10000, 20000, vv.. (xem phu luc)

signature varchar Chir ky bao mat. Xem phan 6 phuong thic tao chit ky.

Két qua tra vé json Két qua tra vé c6 cau trac json nhu sau:

{

code: 1,
message: 'Thanh cong',
txn_id: '10001647221872232',
balance_after: 99960000,
1v: '941e66e558c3e346800b2cf3356243cb’,
card: {
pin: '80fe0fc24da72b8cf4dde8942464d588",
serial: '12312312',
denomination: 10000,
expired date: '2023-01-01'
}
H
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Lueu y: trong truong hop request thdt bai (md code tra vé
khac 1) thi sé khong co truwong balance_after.

4.9. API tdi lai ma thé da mua

URL

Tham so

Loai dir

/apis/pincode/redownload

liéu

merchant id int Ma website merchant

merchant txn id | varchar Ma giao dich mua ma thé

signature varchar Chir ky bao mat. Xem phéan 6 phuong thic tao chit ky.
Két qua tra vé json Két qua tra vé c6 cau trac json nhu sau:

{

code: 1,
message: 'Thanh cong',
txn_id: '10001647221872232',
1v: '941e66e558c3e346800b2cf3356243cb’,
card: {
pin: '80fe0fc24da72b8cf4dde8942464d588",
serial: '12312312',
denomination: 10000,
expired date: '2023-01-01'
}
H

Lueu y: trong truong hop request thdt bai (md code trd vé
khac 1) thi sé khong co truong balance_after.

Giai ma pin dé 13y gia tri ma pin:

M3 PIN duwgec m3 hda bang thuat todn AES-256-CBC cé st dung IV

DE giadi ma, merchant thuc hién theo pseudo code nhu sau:
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//sinh key gidi m3 tu secret dugc cdp khi dang ky

let key = hash_sha256(secret); //thu dugc 32 bytes key

const response = {...}; //response tu API

let iv = parse_hex(response.iv); //thu dugc 16 bytes

let decipher = create_decipher(‘aes-256-cbc’, key, iv);

let pincode = decipher.decipher(parse_hex(response.card.pin));

Vi du bang Javascript

let cipher_alg = "aes-256-cbc";

const hash = crypto.createHash('sha256"');
hash.update("...........cov e "); //secret key

let cipher_key = hash.digest(); //32 bytes

let iv = Buffer.from(response.iv, 'hex');

let decipher = crypto.createDecipheriv(cipher_alg, cipher_key, iv);
let pincode = decipher.update(response.pincode, 'hex', 'utf8');
pincode += decipher.final('utf8");

console.log(pincode);

5. Phu luc

Bang 1: Danh sach ma trang thai

Ghi chui
1 Thanh cong Mua thé hodc topup thanh cong.
108 Khong du the Thé trong kho tam hét
200 Thiéu tham s 1 trong sb cac truong tham sb bat budc

khong c6 gia tri.

201 Transaction Id sai dinh dang hodc | Xem mo ta API
da ton tai

202 Chtr ky khong dung Xem muyc 6

204 | Loai thé khong hd trg

205 Sai m5~nhe‘1 mang hodc nha mang | Giao dich thét bai
chua ho tro
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206 | S6 dién thoai khong dung Giao dich thit bai. Thong thudng do sd
dién thoai khong thudc nha mang da chon.

207 S dién thoai khong ding Lbi khi giri SMS

210 | Ma thanh toan khong con ton tai

300 | Déi tac khong ton tai hodc bi khoa

301 | IP khong duoc phép két nbi Can dang ky IP

303 Qua s6 1an request dong thoi MSi Q6i tac khong dugc pheép co qua nhiéu
két noi trong cung 1 thoi diém. SO luong
két ndi t0i da dugc quy dinh theo chinh
sach cu theé tung thoi ky.

304 | Khong tim thay giao dich Giao dich tht bai. Khi goi ham kiém tra
giao dich, néu khong tim thay ma giao dich
yéu cau, h¢ thong s& bao 161 khong tim
thay.

305 | Sb du khong du 86 dur trong tai khoan khach hang khong di
de thuc hién giao dich

306 | Giao dich da huy

400 | L&i nha cung cip MC bao IP yéu cau xur ly

401 C6 16i xdy ra trong qua trinh thue

hién giao dich bén phia nha mang,

de nghi qui khach thuc hién lai

giao dich
411 Chua dang ky EZ pay Thué bao (VinaPhone) can diang ky ezpay
412 Khach hang khong thé nhap topup

do vi pham nghi dinh 49 hodc

spam

900 | Ldi khong xac dinh MC bao IP yéu cau xir ly

901 | Choxuly MC bao IP yéu cau xur ly

902 | Thét bai




6. Phu luc: Danh sach ma dich vu

Ma Tén Loai
050113 Dich vu thanh toan hoa don dién EVN electricity
050100 Dich vu thanh toan hoa don tra sau Viettel other
050101 Dich vu thanh toan hoa don tra sau VinaPhone other
050102 Dich vu thanh toan hoa don tra sau MobiFone other
050103 Dich vu thanh toan hoa don ¢b dinh SST (Trung tam dién thoai | other
Nam Sai Gon)
050104 Dich vu thanh toan hoa don ¢b dinh STC (Trung tam dién thoai | other
Nam Sai Gon)
050105 Dich vu thanh toan héa don ¢6 dinh VNPT other
05010602 Dich vu thanh toan hoa don Internet SPT other
05010603 Dich vu thanh toan hoa don Internet FPT other
05010607 Dich vu thanh toan héa don ADSL SST (Trung tam dién thoai | other
Nam Sai Gon)
050107 Dich vu thanh toan héa don Home Credit other
050108 Dich vy thanh todn hoa don truyén hinh VTVCab other
050109 Dich vu thanh toan hoa don truyén hinh K+ other
050110 Dich vu thanh toan hoa don tai chinh Shinhan other
050111 Dich vu thanh toan hoa don tai chinh FECredit other
050114 Dich vu thanh toan vé tau duong sdt Viét Nam other
050115 Dich vu thanh toan héa don tai chinh OCB other
05011600 Nude Dong Nai water
05011601 Thu hd nude cua Cong ty nudec Quang Nam water
05011603 Thu hd nude cua Cong ty nudc Trung An- TP.HCM water
05011604 Nude TP.HCM (Cty nuéc Chg Lon) water




05011605 Nudc Vinh Phic water
05011606 Cty CP Cép nuéc Tan Hoa water
05011607 Cty CP Cép nuéc Phu Hoa Tan water
05011608 Cong ty C6 phan Cap nudc Nha Bé water
05011609 Cty CP Cép nuéc Bén Thanh water
05011610 Cty CP Cap nuéc Thii Dt water
05011611 Cty CP Cép nuéc Gia Pinh water
05011612 Nudce Ba Ria - Viing Tau water
05011613 Nude Pong Nai (Cty CP DVXD cép nude Dong Nai) water
05011614 Nude Dong Nai (Cty CP Cap nudc Nhon Trach) water
05011615 Nudc Binh Duong water
05011616 Nuée Can Tho water
05011617 Nudc TP.HCM (Cong ty nudc Nong thon) water
05011618 Nuée Hué water
05011619 Nudc Da Nang water
05011620 Nudc Hai Phong water
05011621 Nude Long Khanh water
05011622 Nudc Cao Bang water
05011623 Nudc CTY CP Viwaco water
05011624 Nuée s6 3 Ha Noi water
05011625 Nudc Ha Nam water
05011626 Nudc s6 2 Hai Phong water
05011627 Nuée Can Tho 2 water
05011628 Nude Dong Thap water
05011629 Nudc Phu My water
05011630 Nudc Son La water




050117 Dich vu thanh toan héa don tai chinh DoctorDong other
050118 Thanh toan vay tra gop Mcredit other
050119 Thanh toan vay tra gop ACS other
050120 Thanh toan tra gop Maritime Bank (MSB) other
050123 Thu ho tai chinh Mirae Asset other
050132 Dich vu thanh toan hoa don tai chinh ATM Online other
050134 Hoéa don dién thoai cb dinh SPT other
05011631 Cong ty C6 phan Cap nuée Ca Mau water
05011632 Cong ty TNHH MTV Cip Nudc Tién Giang water
05011633 Nuée Ho Chi Minh water
05011634 Nude Ca Mau water
05011635 Nudce Viing Tau water
05011636 Nudc Ha Bic (Bic Giang) water
05011637 Nudée Bac Ninh water
05011638 Nude Kon Tum (CTCP nude KonTum) water
05011639 Nudc Binh Thuan water
05011640 Nudc Quang Tri water
05011641 Nudc Ha Noi (HAWACOM) water
05011642 Nudce Vinh Long water
05011643 Nudc Lai Chau water
05011644 Nudce Béc Giang water
05011645 Nudc Thai Hoa water
05011646 Nudc Binh Phude water
05011647 Nudc Nghé An water
05011648 Nudée Dik Lak water
05011649 Nudc sach VTS water




05011650 Nudc Béic Ninh (CTCP Phti Quang) water
05011651 Nudc Ha Noi (CTCP nuéde T.H.T) water
05011652 Nudc Ha Noi (HUDS) water
05011653 Nudc Ha Noi (CTCP nudce Son Tay) water
05011654 Nude Long An water
05011655 Nudc Ninh Thuan water
05011656 Nudc Bac Liéu water
05011657 Nudce sach Hung Yén water
05011658 Nudce Soc Trang water
05011659 Nudc Hoa An (Dong Nai) water
05011660 Nudc sach Nam Ha Noi water
05011661 Nude Tay Ninh water
05011662 Nude Bén Tre water
05011663 Nudce Ha Noi (CTCP nudc sach tay Ha Noi) water
05011664 Nudc Minh Phong water
05011665 Nudc Khanh Hoa water
05011666 Nudc Ha N6i (Nudce sach ) 2) water
05011667 Nudc Ha Noi (CTCP nudc sach Thanh Ha) water
05011668 Nudc Gia Lai water
05011669 Nudc Hoa Binh water
05011670 Nudc Tra Vinh water
05011671 Nudc Quang Ninh water
05011672 Nude Lang Son water
05011673 Nude Ha Giang water
05011674 Nudc Dién Bién water
05011675 Nudc Ha Bong water




05011676 Nudc Nam Pinh water

05011677 Nudce Pha Yén water

05011678 Nudc Kién Giang water

7. Phuong thire tao chir ky
- LAy tap hop cac tham s, sap xép theo thtr ty bang chit cai tén cua cac tham sb
- Tao chudi string v6i dinh dang giéng nhu querystring ciia URL
- Goi ham HMAC SHA256 vdi key 1a secret_key ctia Merchant, dau vao la chudi string
tao duogc 6 trén
Vi du voi bo tham sd nhu sau:
{
merchant id: 100011
merchant txn id: '1000111508083874066",
cardtype: anp,
amount: 10000
}
Chubdi string 1a:
amount=10000&cardtype=anpémerchant i1id=100011l&merchant
txn 1d=1000111508083874066
Va secret_key la:
abcdef
Sau khi goi ham HMAC SHA256 ta sé€ c6 gid tri cuia chir ki 1a:
d9cb8fdffcb42850781021c8df95a6al77cdf658113a996d0a07ab
bbb6laabecfc
Tham khao:
https://www.freeformatter.com/hmac-generator.html
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